NudopmanuoHHas naMATKA AJI51 00Yy4AKOIIUXCS

C KaXIIbIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKU OJTHU U3
CaMbIX AaKTUBHBIX ITOJb30BaTenel PyHera. Mexnay TeMm, NOMHUMO OIPOMHOIO KOJIUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECEeT W MpoOJeMbl. DTa MaMATKa JI0OJDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnwviomepnuie upycoi

KoMmnbrorepHslii BUpYC — 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTJIIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOH sBIsETCS CIOCOOHOCTh K PasMHOXKEHHUIO. B jnomonHeHue k 3ToMmy,
BUPYCHI MOT'YT MTOBPEAHUTD WM TOJTHOCTBIO YHUUTOXXUTH BCE (DAIIbl U TaHHBIE, TOJIKOHTPOJIbHBIC
H0JIb30BATENI0, OT UMEHH KOTOPOTro Obliia 3aIylieHa 3apaxEHHas IporpamMma, a TakKe NOBPEIUTh
WIH JJa)K€ YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMH (aiiamu B 1iesioM. B GonbiinHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrpamMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOLIUE CEPbE3HBIN YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrostHHO ycraHaBnmMBaii matyd (IU(POBBIC 3aIUIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LIE€JbI0 AOPAOOTKU MPOrpaMMbl) U Jpyrue OOHOBJIEHMs CBOEH
OTIepaIMoOHHOM cucTeMbl. CKauMBai X TOJIBKO ¢ OPUITMAILHOTO caiiTa pa3padoTdnka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE MO IPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAITUPOBAThCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBMPYCHBIE NPOTPaMMHbIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIHIL;

6. Hcnonp3yii BHEIIHNME HOCUTENN HH(DOpMAINK, Takue Kak (hiemka, TMcK mwin (air u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (ailyibl, MOJyYEeHHbIE U3 HEHAIEXKHBIX HMCTOYHHKOB.
Haxe T1e ailnbl, KOTOphle HpUCIad TBOM 3HaKOMbIH. Jlydmie yTouHu y Hero,
OTIIPaBJIsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He BU/ Mepesadn JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECITPOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMeHM Jolia jApyras adOpeBHaTypa, KOTOpas SBISETCA TaKOM XKe
TexHosoruei. 9to abopesuarypa «Wi-Fiy». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHJApT
BbICIINI 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BBICOKAsI TOUHOCTHY.

Jla, GecriaTHBIA MHTEPHET-IOCTYN B Kade, OTesIX U a’3poropTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpPHET. HO MHOTHE 3KCIIepThI CYUTAOT, YTO obOmenoctymnusie Wi-Fi
CETHU He SABJISAIOTCS 0€30MaCHBIMU.
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CoBeTsl 10 6e30macHOCTH padoTe B 001men0cTYNHBIX ceTsax Wi-fi:

1. He mepemaBaii cBoro nuuHyr0 HHpopManur depe3 obmenoctynubie Wi-Fi cern.
Pabotast B HUX, )KelaTeIbHO HE BBOJAUTD ITAPOJIH IOCTYIIA, JOTMHBI M KaKHUe-TO HOMEpa,

2. Vcnonb3yii 1 0OOHOBIISIE aHTUBUPYCHBIE MPOrpaMMbl U OpaHaMaysp. Tem caMbIM Thbl
o0e3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOKMCTBO;

3. Ilpm wucnomb3oBanuun Wi-Fi oTtkmoun ¢ysknuio «OO0mumii moctynm K ¢daiam u
npuntepam». JlanHas (QyHKIOUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIONIB30BaHUS B paboTe win yueoe;

4. He ucnonw3yit nyonmunasiii WI-FI ans mepenaum JNUYHBIX JaHHBIX, HApUMeEp, IS
BBIXO/Ia B COI[MAJIbHBIE CETU WM B JIEKTPOHHYIO MIOUTY;

5. Hcnonb3yii Tonpko 3amuuieHHoe coeauHenue yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

6. B moOwibHOM Tenedone orkiaoun  ¢QyHkiumio  «[logxmouyenne k- Wi-Fi
aBTOMaTH4yecku». He momyckail aBTOMaTH4eCKOro MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

Couuaﬂbnue cemu

ConuasibHbIe CETH aKTUBHO BXOJAT B HAllly )KU3Hb, MHOTHE JIOJIU Pa0OTAIOT U )KUBYT TaM
oCTOsIHHO, a B Facebook yxke 3aperucTpupoBaH MUILIHAp], YEJIOBEK, YTO SIBJSIETCS OJHOM
CeIbMOI BCeX JKMTeNeH IuraHeTsl. MHOTHE MOJb30BAaTENM HE NMOHUMAIOT, YTO WH(OpMAaLus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJHO, B
TOM YHCJIe HE 00513aTeNbHO ¢ OJaruMu HaMepEeHHUSIMH.

OcHoBHbBIE COBEThI 10 0€30I1ACHOCTH B COLMATbHBIX CeTAX:

1. Orpanuub cnucok apyzeid. Y TeOs B Jpy3bsX HE JOKHO OBITh CIy4YalHBIX WU
HE3HAKOMBIX JIFOJICH;

2. 3Bammiiai cBOI YacTHYIO >KM3Hb. He ykaspiBail mapoiu, tenedoHbl, aapeca, HaTy
TBOETO POXICHUS U JPYTYIO JUYHYIO HHQOpMAIUIO. 3JIOYMBIIIJICHHUKA MOTYT
WCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
IIPOBECTU KaHUKYJIbI;

3. 3amminail CBOIO pemyTalHtIo - JepXkKH €€ B YMCTOTE U 3aJaBail cebe Bompoc: XoTes Obl
TBI, YTOOBI JAPYTrHe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxkaemib? [logymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HAMTKUCATh U 3arPY3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOJIbMU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UMS
U IPYTYIO JINYHYIO HH()OPMAIIUHN: UM, MECTO KHUTEIbCTBA, MECTO yueObl U Ipoyee;

5. MH3berait pazmemenus ¢ororpaduii B IaTEpHETE, T/Ie THI N300paXKEH HA MECTHOCTH,
10 KOTOPOI MOYXHO ONPEAEINUTh TBOE MECTOIIOIOKEHHUE;

6. Ilpu perucTpamuu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BaTh CIOXHBIE ITAPOJIH,
cocTosIre U3 OyKB U IU(P U ¢ KOTUIECTBOM 3HAKOB HE MEHEe §;

7. Jlns conumanbHOM ceTH, MOYTHI U IPYTHX CATOB HEOOXOJMMO HCIOJIB30BaTh pa3HbIE
naposin. Toraa ecnu Te0s B3IIOMAIOT, TO 3JI0YMBIIUIEHHUKH MTOJIy4aT JOCTYII TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Ccpasy.

Inekmponnvie 0eHveu

DOJNEeKTPOHHBIE JE€HBIM — 3TO OY€Hb YJOOHBINH CHOCOO IIaTeXel, OJTHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.
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3JI€KTpOHHBIe JCHBI' IIOSABHIJIMCH COBCEM HCJAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax a0 CUX IIOPp HE IIPOIHMCAHO ITPO HUX B 3dKOHAX.

B Poccun sxe oHu QyHKIIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJI€ UX Pa3AesIoT
Ha HECKOJIbKO BUJIOB — aHOHUMHBIE M HE aHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH omepanuu 0e3 uaeHTU(HUKAUU I[0JIb30BaTeNs, a B
HEAaHOHUMHBIX UACHTU(DUKAIINS MOIH30BATEIS SABISETCS 00sS3aTeIHHOM.

Taxoke cnenyer pa3nuyarh NIEKTPOHHBbIE (DUATHBIE JEHBI'W (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIEC HEQHUATHBIE IEHBI'H (HE paBHbBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0e30NMACHOM padoTe ¢ IJTeKTPOHHBIMHU J€HbIAMHU:

1. TlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yJOOHBIH U OBICTPBIA crIOcO0
BOCCTaHOBHTH JIOCTYN K cuery. [IpuBs3aHHBIA TeneoH MOMOXET, eciu 3al0yaenib
CBOU IUIATEKHBIN MapoJib WX 3aiJE1Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonw3yit omHOpaszoBsle maponu. [locie nepexoa Ha yCHIIEHHYIO aBTOPH3ALIUIO TEOe
yKe He OyJIeT yrpoXkaTh OMACHOCTh KPakKH WM TIepexBaTa IIATeKHOTO TapoJis;

3. BeiOepu cnoxsblii maponb. [IpectynmHukam OyaeT He NMPOCTO Yraaarh CIIOKHBIH
naposib. HaziexkHple mapoiam — 3TO Mapoiu, KOTOPBIE COAEP)KaT HE MEHee 8 3HaKOB U
BKJIFOYAIOT B €05l CTPOYHBIC W IPOMUCHBIE OYKBBI, IIU(PHI 1 HECKOIBKO CHMBOJIOB,
TaKue KakK 3HaK J1ojuiapa, QyHTa, BOCKIHMIATEebHbIN 3HaK U T.11. Hanpumep, $tROng!;

4. He BBOIM CBOM JIMYHBIC JaHHBIC HA caiiTaX, KOTOPBHIM HE JTOBEPSICIIb.

3J1el<mporma}1 nouma

OnEeKTpOHHAs OYTa — 3TO TEXHOJIOTHUS U MPEJOCTABISEMBIE €10 YCIYTH 10 NEPECHUIKE U
MOJIYUYEHUIO AJIEKTPOHHBIX COOOIIEHHH, KOTOpBIE pacCIpeAessiioTcd B KOMIIBIOTEPHOW CeTH.
OOBIYHO ~ DNEKTPOHHBIM  MOYTOBBIM  SIMIMK  BBIVIAOUT — CHEAYIOUIMM  00paszoMm:
UMs_TIOJIb30BaTeNA(@HUMs_JTIOMEHa. Takke KpoMme Iepelauyd IpOCTOro TEKCTa, HMeEeTCs
BO3MOYKHOCTb IlepeiaBaTh (paiibl.

OcHoBHBIE cOBETHI 10 0e30nacHOi padoTe ¢ JJICKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN NOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBII BHIOOD
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B TUYHOW mouTe JUYHYIO nH(popMmanmioo. Hampumep, nydme BbIOpaTh
«MY3BIKaJIbHBIN _(panaT@» mium «pok2013» BMecTo «remal3»;

3. Hcnonp3yii ABYX3TAaTHYO aBTOPU3AIMIO. DTO KOT/Ia TOMUMO TTapoJisi HY>)KHO BBOJIUTH
KOJI, IpHUChLIaeMblIil mo SMS;

4. BpiOepu CIOXHBIA Maposib. [ KaXI0ro TMOYTOBOTO SIIMKA JTOJDKEH OBITh CBOM
HAJICXKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ectb BO3MOXXHOCTh HANMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, WCIIONB3YH 3TY
BO3MO>XHOCTB;

6. HMcnonp3yli HECKONBKO TOYTOBBIX SIUKOB. [lepBBIA I YaCTHOM MEPENMUCKU C
ajpecaTaMM, KOTOPbIM Tbl JOBEpACLIb. JTO DJJIEKTPOHHBIA aJpec HE Haao
MCIOJIb30BaTh MIPU PErUCTpaluU Ha GopyMax U caiTax;

7. He otkpsiBaii paiiiasl U Apyrue BIOKEHUS B MMChMAaXx JJayke €CJIM OHU NMPHIIUINA OT TBOUX
npyseit. Jlydie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (paiiiibr;

8. Ilocne okoH4aHust pabOTHI HA TOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKJIAIKH C CAUTOM
He 320y HaXKaTh Ha «BBIATHY.
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Kubepoynnunz unu supmyaibhoe uzoeeameibcmeo

KubepOymnuHar — mpeciiefoBaHue COOOIICHUSAMH, COJACPXKAIUMH  OCKOpOJIeHus,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOWKOTUPOBAHUE C MOMOIIBIO Pa3IMYHbBIX
WHTEPHET-CEPBUCOB.

no

o o

OcHoBHbBIE coBeThI 10 0opble ¢ KHOepOyJIMHIOM:
He Gpocaiicst B 60ii. Jlydmmuii crmoco6: mocoBeToBaThCs Kak ceOsi BECTH U, €CJIM HET
TOr0, K KOMY MOYXHO OOpaTUThCS, TO BHAdaje YCHOKOWTbCS. Ecnm Thl HayHellb
OTBEeYaTh OCKOPOJEHHSIMH Ha OCKOPOJIEHHUS, TO TOJIBKO elle OOJbIIe Pa303KKellb
KOH(JIUKT;
VYnpasnsii cBoelt kubeppemyranuei;
AHOHUMHOCTh B ceTd MHHMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;
He crouT BecTn Xynuranckuii o0pas BUPTyalIbHOM ku3HU. IHTEpHET (huKcupyeT Bce
TBOM JICUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIBHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;
Urnopupyit equHn4uHbIi Heratus. OAHOPa30Bble OCKOPOUTEIbHBIE COOOLICHUS JTyYIIe
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTaIuH;
ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSIMU, B COLIMATTbHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUI C OMpeesieHHbIX
aZpecoB;
Ecnu Th1 cBugerens kubepOymuinHra. TBOWM [EWCTBUA: BBICTYIUTh IMPOTUB
IpecieaoBarensi, MoKa3aTb €My, YTO €ro JeHCTBUS OLIEHUBAIOTCA HETraTUBHO,
MOAJEPKaTh KEPTBY, KOTOPOM HYXKHA IICHXOJIOTUYECKAash IOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

Moounvuuiit meneghon

CoBpemeHHble cMapT(HOHBI U MJIAHIIETHI COJEPKAT B ce0€ BIIOJIHE B3POCIIbIN (QYHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpPHUPOBAaTh CO CTAallMOHAPHBIMU KoMIbloTepamMu. OOHAKO, CpEACTB
3alUThI AJIs TOJOOHBIX YCTPOICTB IMOKa OYEHb Majo. TecTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak Juis [1K, To e camoe kacaeTcst 1 MOOMIIbHBIX MPHIIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYeCKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacHupeHue (yHKIMOHAIA BJIEYET 3a CO00il OOJIBIIYIO CIIOKHOCTH U MEHBIITYIO
3aIUIIICHHOCTb.

Jlaneko He Bce MPOU3BOIUTENN BBHIMYCKAIOT OOHOBJICHHSI, 3aKPHIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.

gk w

OcHOBHBIE COBETHI /1JIs1 0€30NMACHOCTH MOOMJIBHOIO TeJie()oHAa:
Huuero He sBnsieTcs no-HacrosieMy oecriaaTHbIM. Bys ocToposkeH, Beib Koraa rede
npeasaramT OecryiaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IJIaTHbHIE
yCIIyTH;
Hymaii, npexne ueM otnpaBuTb SMS, ¢oto unu Buzaeo. Thl TOYHO 3HaEllb, I7I€ OHU
OyayT B KOHEUHOM UTOrEe?
Heo0xo1muMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE IPOTPAaMMBI 17151 MOOUIIBHBIX TeNIe(OHOB,;
He 3arpyxail npuI0’K€HUS OT HEU3BECTHOIO UCTOYHMKA, BEb OHU MOTYT CONEPKATh
BPEJIOHOCHOE MPOrPaMMHOE 00ECTIeUEHNE;
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6. Ilocne Toro kak Thl BBIHACIIb C CaiiTa, IJIe BBOAWI JHYHYIO MH(POPMALKIO, 3aiiIU B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[leproandecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH OBbITh BBIKJIIOYEH, KOTJIa Thl MM HE Mojb3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online uzpwni

CoBpeMEHHbIE OHJIAMH-UIPBl — 3TO KpPACOYHBIE, 3aXBaThIBAIOIIME pa3BICUYCHUS,
00BEIMHSAIOIINE COTHU THICSY YeNIOBEK IO BceMy Mupy. Mrpoku uccienyroT JaHHBI UM MHp,
00IIaI0TCs IPYT C APYTOM, BBIIOJIHSAIOT 3a1aHUs, CPAXKAIOTCS C MOHCTPAMU U TOIY4YalOT OIBIT. 3a
yJIOBOJIBCTBHE OHM ILIATAT: MOKYNAOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM NPUOOpETaroT KaKkue-
TO OIILUHU.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME M pa3BUTHUE WIPHI, a TaKKe Ha camy
0€30I1aCHOCTh: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3ALlMM, BBITYCKAIOTCS HOBBIE MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OIacarbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3aAlINH OOJIBIIIMHCTBA Hrp.

OcHoOBHBIE COBETHI 10 0€30IIACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:
1. Ecnu npyroii urpok BeseT cedst II0Xo WIK co3JaeT Tede HENPUATHOCTH, 3a010KUpPYH
€r0 B CIIMCKE UTPOKOB;
[Toxamy¥icds aIMMHHCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 WUIPOKa,
JKEJIaTeIbHO IPUIIOKUTDH KAKME-TO TOKA3aTeNbCTBA B BUJIE CKPUHOB;
He ykaspiBaiil muunyto nHpopMarluio B mpodaiine urpsl;
VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,
Hcnonb3y# CIIOKHBIE U pa3HbIE N1apOJIy;
Jlaxxe BO BpeMsi UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl mrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duwunz unu Kpasica 1u4HblX OAHHbBIX

OObI4HOM Kpameﬁ ACHCT U OOKYMCHTOB CCTOIAHS YK€ HHUKOI'O HC YI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TIEPEMCCTUIIMCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» ACIIOM.

Tak mosiBUIIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILIEJb
KOTOPOTO COCTOMT B TIOJyYE€HUH KOH(MWICHIIMANBHBIX JaHHBIX ITOJIb30BaTeNieii — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢ummunr (ot fishing — priGHas noBins,
password — mapouis).

OcHoOBHBIE COBETHI 110 00pbOe ¢ PUIIMHIOM:
1. Cnemn 3a cBouM akkayHTOM. Eciu Tl TOmO3peBaciib, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MOXKHO CKOpEE;
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2. Hcnonw3yii 6e30nacHble BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U IOUCKOBBIX
CHUCTEM,;

3. Hcnonp3yii cioKHBIE M pa3HbIe Mapoiu. TakuMm o0pa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu tebs B310Manu, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

no0aBieHbl y T€OSI B IPY3bsX, O TOM, YTO TeOs B3JIOMald M, BO3MOXHO, OT TBOETO

MMEHHM OyZeT pacchlIaThCs CIaM U CChUIKU Ha (DUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHEIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBaii paiiiasl U Apyrue BIOKEHHUS B MMChMAaXx JJayKe €CIIM OHU MPHIIUINA OT TBOUX
npys3eil. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paitibl.

o o

Hugposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WIM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
KommpomenTupyromas nHpOpManus pa3MelnieHHas B WHTEPHETE MOXKET CEpPhe3HBIM 00pa3om
OTpa3suTbcs Ha TBOEH peanbHOH xu3HU. «LludpoBas penyranus» - 3T0 TBOM UMHJIK, KOTOPBIN
dopMmupyercs u3 uHpopMauu o0 TeOe B UHTEPHETE.

TBoe MecTo kuTeNbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJIpoCTKH JIETKOMBICIEHHO OTHOCSATCA K MyONMKalMu JUYHON MH(OpManuu B
WuTepHere, HE MOHMMAsi BO3MOKHBIX MOCIEICTBUI. ThI 1axke HE CMOKEIIb A0Ta/laThCs O TOM, UTO
dororpadus, pazMerieHHas 5 eT Ha3aJ, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTtapuu, pazmenienue TBoux (gotorpaduil u apyrue 1eHCTBUS MOTYT HE UCUE3HYTh
JIaXe MocJie TOro, KaK Thl X yJaluIb. Thl HE 3HaEIIb, KTO COXPAHUI 3Ty MH(OpMallKIo, Ionajna
JM OHa B IMOMCKOBBIE CHCTEMBbl M COXpPAHWJIACh JU OHA, a TJaBHOE: YTO MOAYMarOT o Tebe
OKpYKarolllee JIF0JIM, KOTOpble HaayT U yBUAAT 3T0. HaliTu mHpopmMannio MHOTO JIET CIyCTS
CMOXeET JIF000H — Kak U3 JOOPBIX MOOYXAEHUH, TaK U C HAMEPEHHEM IPUUUHUTD Bpe. DTO MOXKET
OBITH KTO YTOJTHO.

OcHoBHBIE COBeThI IO 3amyTe NH(POBOI penyTanum:
1. Tlomymaii, mpexnae 4eMm 4TO-TO MyOJMKOBaTh M IMepeaaBaTh y ceOs B 0yiore wid B
COLIMAJIbHOM CeTH;
2. B HacTpoiikax mpoduis yCTaHOBH OTPaHUYEHUS Ha MPOCMOTP TBOETO MPOQHIIST U €T
COJIEPKMMOT0, C/IETIal €ro TONBKO «IJIs APYy3ei»;
3. He pa3memaii u He yka3biBail nHQOpMAIIHIO, KOTOpas MOXKET KOTO-TH00 OCKOPOIIAThH
WJIH OOVIKATh.

Aemopckoe npago

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHbIE MOJIB30BATEIN LIUPPOBOTo nmpocTpancTBa. O1HAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTMMH BO3MOXKHOCTSIMHU LU(POBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMI/IH CUHTCJIICKTYaJIbHasd CO6CTB€HHOCTL» OTHOCUTCA K PAa3JIMYHBIM TBOPCHUAM
YEeJI0BEUECKOr0 yMa, HauMHas ¢ HOBBIX M300pPETEHUI M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
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Ha TPOAYKTHl W YCIOYrd, W 3aKaH4YMBasg KHHUramu, QororpadusiMu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMU ITPOU3BEACHUAMM.

ABTOpCKHE IIpaBa — 3TO IPaBa HA MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha IPOU3BEICHMUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BbICTYIAIOT B KaU€CTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, JACT €My CIIPaBEUIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTb U MPH3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTH €ro MPOU3BEICHHUE, PACIIPOCTPAHATS,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, ITyCKaThb B MPOKAT, MyOIWYHO
UCIIOJIHATD, I0KA3bIBaTh/UCIOIHATH B 3(Hpe UK pa3melaTts B IHTepHeTe.

Vcnonb30BaHue «IMpaTCKOro» MporpaMMHOI0 00ecreueH sl MOXKET IPUBECTH K MHOTMM
pUCKaM: OT IMOTEPHU JAHHBIX K TBOMM akKKayHTaM 10 OJIOKMPOBKHM TBOETO YCTpPOWCTBa, Ile
YCTAQHOBJICHHBIII He JierajgbHas mnporpamma. He crour Takke 3a0blBaTh, UYTO CYILECTBYET
JerajabHble U OecIIaTHBIE IPOrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopmane Cemeguuok.pgh

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/IeCh Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTUYECKOM
CUTyallMd OOpaTUTHCA 3a COBETOM. A TaKXe MPHUHATh y4acTHE B KOHKYpCax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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